Privacy Policy for Protime Attendance Management System with Location Tracking
1. Introduction
Protime Attendance Management System ("we", "our", "us") respects your privacy and is committed to protecting your personal data. This privacy policy outlines how we collect, use, store, and share your personal information when you use our attendance management system, which includes location tracking of attendance punches. It also explains your privacy rights and how the law protects you.
2. Information We Collect
We collect the following types of information:
2.1 Personal Identification Information
· Name
· Employee ID
· Contact details (email address, phone number)
· Department and job title
2.2 Attendance Data
· Check-in and check-out times
· Dates of attendance
2.3 Location Data
· GPS coordinates at the time of attendance punches
· We provide an optional feature for organizations to track user location data. If enabled by the organization (TrackOn set to "Yes"), the user's recent location (latitude and longitude) will be tracked every 1 minute. This data is solely used for calculating the total kilometers covered for conveyance and field tracking purposes. Only the most recent latitude and longitude are recorded; no additional information about the user's location is collected or stored. For this background service will be there to record location
3. How We Use Your Information
We use your personal information for the following purposes:
3.1 Attendance Tracking
· To accurately record and verify your attendance.
3.2 Location Verification
· To ensure attendance punches are made at authorized locations.
3.3 Payroll Processing
· To calculate work hours for payroll purposes.
3.4 Compliance and Legal Obligations
· To comply with applicable labor laws and regulations.
4. How We Share Your Information
We may share your personal information with:
4.1 Internal Departments
· HR and payroll departments for attendance and payroll processing.
4.2 Service Providers
· Third-party service providers who assist us in operating our system and providing services, subject to strict data protection requirements.
4.3 Legal Authorities
· Government and regulatory authorities if required by law.
5. Data Security
We implement appropriate technical and organizational measures to protect your personal data from unauthorized access, use, alteration, or destruction. These measures include encryption, access controls, and regular security assessments.
6. Data Retention
We retain your personal data only for as long as necessary to fulfill the purposes for which we collected it, including for legal, accounting, or reporting requirements.
7. Your Data Protection Rights
You have the following rights regarding your personal data:
7.1 Right to Access
· You can request copies of your personal data.
7.2 Right to Rectification
· You can request correction of any inaccurate or incomplete data.
7.3 Right to Erasure
· You can request deletion of your personal data under certain conditions.
7.4 Right to Restrict Processing
· You can request restriction of processing your personal data under certain conditions.
7.5 Right to Object
· You can object to our processing of your personal data under certain conditions.
7.6 Right to Data Portability
· You can request transfer of your data to another organization or directly to you under certain conditions.
8. Changes to This Privacy Policy
We may update this privacy policy from time to time. We will notify you of any changes by posting the new policy on our website. We recommend that you review this policy periodically for any changes.
9. Contact Us
If you have any questions about this privacy policy or our data practices, please contact us at:
· Email: technohubitsolutions@gmail.com
· Phone: 8093808708 / 8093957601
· Address: Technohub It Solutions, Near Raghunath Mandir Azimabad Balasore, Odisha, 756001

